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Beware phony security alert pop-ups that may come clustered with other warnings such as
"Do not restart or use your computer. Your computer is disabled." These pop-ups may cover
your screen and make it appear that your browser has been locked. They usually provide a
"tech support" phone number to call for assistance, such as in the following example.

B Microsoft Windows SN

Access to this PC has been blocked for security reasons.
Contact Windows Support: +1-877-915-8130 (Security Helpline)

- B Microsoft Deny m

& Microsoft:  Contact Suppart [ +1-877-915-8130 (Security Helpline)

DO NOT CALL the number offered, as this will direct you to the scammers. In the process
to "fix" your problem, you may end up downloading software that allows access to your
computer, possibly installing malware, and providing the scammers with your personal and
financial information. Error and warning messages from reputable businesses, like
Microsoft and Apple, would never include a contact phone number.

DO CONTACT phishbowl@brown.edu for questions about suspicious emails, or

help@brown.edu for assistance if you believe your computer or account has been

compromised.
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